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Sum m ary
The evolution ofthe traditionalpowersystem towardsthe m odern sm artgrid hasposed m any
new cybersecuritychallengesto thiscriticalinfrastructure.O neofthem ostdangerouscyberse-
curitythreatsistheFalseDataInjection (FDI)attack,especiallywhenitiscapableofcom pletely
bypassing the widely deployed Bad Data Detector ofState Estim ation and interrupting the
norm aloperationofthepowersystem .M ostofthesim ulatedFDIattacksaredesignedusingsim -
plifiedlinearizedDC m odelwhilem ostindustrystandardStateEstim ationsystem sarebasedon
the nonlinearAC m odel.In thispaper,a com prehensive FDIattack schem e ispresented based
on the nonlinearAC m odel.A case studyofthenine-busW estern System Coordinated Council
(W SCC)’spowersystem isprovided,usinganindustrystandardpackageto assesstheoutcom es
ofthe proposed design schem e.A publicFDIdatasetisgenerated asa testsetforthe com m u-
nityto develop and evaluatenew detection algorithm s,which are lackingin the field.The FDI’s
stealthy quality ofthe datasetisassessed and proven through a prelim inary analysisbased on
bothphysicalpowerlaw andstatisticalanalysis.
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1 INTRO DUCTIO N
The prom inence ofdeploying inform ation and com m unication technology in the traditionalpowersystem integrated with Distributed Energy
Resources(DERs)such assolar,wind,energy storage,etc.,hasgradually revolutionized thisinfrastructure into a m uch m ore advanced cyber-
physicalsystem ,called sm artgrid.Such transform ation offers various benefits to the task ofsystem m onitoring and m anagem entwhich is
undertakenbytheEnergyM anagem entSystem s(EM Ss).Italsointroducesm anynew kindsofcyber-threatstothesystem .ThecorepartofanEM S
istheStateEstim ation(SE),which isassigned to do m ultipletasks,includingcollectingand processingm easurem ents,rem ovinginadequatedata,
andsolvinganoptim izationproblem toyieldasetofstatevariablesthatcloselyreflectthestatusofthesystem .Asthewholeprocessinvolvesdata
transm issionovercom m unicationnetworks,problem sofm easurem entdatabeingcom prom isedareem ergingandgettingm oreandm oreattention
inthefield.
Am ongallkindsofthreats,anew type called FalseDataInjection (FDI)attackisconsidered extrem elydangerousasitiscom pletelystealthy
underexam inationbytheStateEstim ation,asshowninLiuetal.1 andHugetal.2.FDIattacksaim directlyatthesetofm easurem entsbyinjecting
m anipulateddata,thusdrivingthesystem ’sbehaviorin am alevolentway.From theview pointofthe adversaries,thism an-in-the-m iddletypeof
attackisaneffectivem ethodtom islead theoperatorsatthecontrolcenter.Forinstance,anFDIattackm ightlead theSE toindicatesom esurges
ofpowerflow on lines,which could m akethe operatorsto think aboutthe m alfunctioning ofthe autom aticrelayprotection system .Asaresult,
theoperatorsm ightestablishanem ergencyprotectivem echanism totripdownthesuspectedlines,whichm ightpossiblybringoutpoweroutages.
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Since,thediscontinuityofpowersupplyisasevereincidentduetoitsconsequences,itisapparentthatFDIattackcaninflictdam agetothephysical
system aswell.In anothersituation,an FDIattackm ighthelp hackersto takeadvantagebychangingpowerconsum ption atsom especificnodes,
whichwillresultinsignificanterrorsinloadforecastingandgenerationplanning.
M ostofexistingresearchworksin thisfield arebased on thesim plified DC m odel,e.g.,Liu etal.1,Bobbaetal.3,and Anwaretal.4.However,it
isim portantforresearchersand industrialprofessionalsto understand the FDI’sstealthycapabilityunderthe AC-based practicalsettingm odel,
whichhasbeenwidelydeployedintheindustry.Inthispaper,acom prehensiveFDIattackdesignschem eispresentedtoexam ineitseffectiveness
usingfullynonlinearAC powerflow m odel.Thus,itism uchm orechallengingthanm ostofthepreviousworkswhichwerepurelybasedonsim plified
linearizedDC-based m odels.TheproposedFDIattackschem ehasbeen testedon acasestudytoassessitscapabilityto penetrateacom m ercial-
levelAC based SE package,PowerFactory 2017 SP4 from DIgSILENT5.Asdem onstrated by the experim entalresults,ourproposed m ethod of
FDIattackhassuccessfullyexploitedacriticalvulnerabilityinthestate-of-the-artBadDataDetector(BDD)andplausibilitychecking.Asboththe
existingdetection m ethodswith electrical(forplausibilitychecking)and stochastic(forbad data rem oving)basishave failed to accom plish their
m issions,new FDIattackdetection m echanism sareneeded.Unfortunatelythereexistno realisticAC-basedFDIattackdatasetpubliclyavailable,
whichhasgreatlyhinderedtherelevanttechnologydevelopm entinterm sofdesigningnew FDIattackdetectionm echanism sandtheirevaluation.
In orderto provideapracticaltooltoevaluateFDIdetectingtechniques,acyber-physicaldatasetisconstructedand released publicly.Unlikethe
caseofpure cyberspace environm entwhich hasseveraldatasetsfortestingdesign theories(forinstance KDD 6,DARPA 7,ADFA-LD 8,9,NGIDS-
DS10,etc.),tothebestofourknowledge,ourFDIdatasetisthefirsteverAC-basedFDIdataset.Ithasbeencreatedwithhighlyrealisticsettingsasa
resultofacom binationoftheuseofanindustry-standardcom m ercial-levelpackage(PowerFactory)asthetestplatform ,atrustedsourceofinput
data(Australian Energy M arketO perator),and asophisticated attackdesign processpresented in thispaper.W ealso provide som e prelim inary
analysesinordertodem onstratethecauseforthefailureofBDD equippedwiththisSEpackage.
Theprim arycontributionsfrom thispapercanbesum m arizedasfollows:
1. Providing an evaluation,using acom m ercialSE package,ofthe perform ance ofDC-based FDIattack m odelagainstan AC-based system .
Notethatm ostoftheFDIdetection schem esarebased on DC-based FDIattackm odeland havebeen evaluated in asim plifiedsim ulation
setting.Itisim portantandalsointerestingtoobservethebehaviorofthesystem incom m ercial-scalesettingsthatareusedinrealsystem s.
2. Proposingasystem aticAC-basedFDIattackdesign schem e.An experim entalcasestudyisprovided,which showsthesuccessofperfectly
bypassingaBDD incom m ercial-levelSEpackage.
3. Generatingthefirstcyber-physicalFDIattackdatasetforpublicresearchpurpose.
4. Providingprelim inaryanalysestoexplainthefailureofthestate-of-the-artBDD againstourproposedattackschem e.
Theorganizationofthispaperincludessixsectionswiththecurrentsectionbeingtheintroduction oftheresearchproblem .Section 2 reviews
variousrelatedworkand alsoprovidesanassessm entofsom epopularDC-based attackschem esagainstAC-based SE.Section 3 presentsacom -
prehensiveattackdesign schem ebased on theAC m odelofpowerflows.Based on theproposed design schem e,alarge-scalecyber-physicalFDI
attackdatasetisgeneratedwhichisdescribedinSection4.Section5providesprelim inaryanalysisfrom bothelectricalandstochasticperspectives
inordertohighlightthestealthqualityofthegeneratedFDIdataset.Conclusionandsom efutureresearchesaregiveninSection6.
2 PREVIO USW O RK
DuetotheadventofthepioneeringworkbyLiu etal.1,therehavebeenm yriadsofpublicationson theFDIattackagainstSE inpowersystem .Liu
etal.1 com prehensivelycategorizedalm osteverytypeofFDIattack.O nelim itationofthisworkisthatthelinearizedDC-basedpowerflow m odel
isdeployedtotesttheattacks.Despitetheauthors’claim toexpandtheirfutureresearchintothefieldofnonlinearAC-basedm odel,m ostof,ifnot
all,followingworksstillappliedtheDC-basedm odel.Accordingtothereview inLiangetal.11,itpointedoutthatinthefieldofFDIattackresearch
includingtypes,im pactsanddefensestrategies,DC-basedpublicationsstilldom inatetheliterature.
Sharingthesam efoundation ofDC powerflow m odel,Yangetal.12 proposedanoptim izedwaytoattackwithm inim um effort,and Rahm anet
al.13 confirm edthatanattackwithoutcom pleteknowledgeaboutthesystem ispossible.Sim ilartotheworkofYuetal.14 whereaproposedattack
schem ewasbasedon thePrincipalCom ponentAnalysistoaim atcreatingablindFDIattack,Esm alifalaketal.15 assum edloadsareinvariantand
thenform edanattackbasedontheIndependentCom ponentAnalysisforstealthypurpose.Liuetal.16 introducedastrategytodeterm ineoptim al
attackregiongiventhelim itednetworkinform ation.M eanwhile,Adnanetal.4 triedtoconstructanattackbybuildinguplow-rankoriginalm easure-
m entm atrixfrom observedm easurem entm atrix.Kim etal.17 introducedavariantofFDIattacknam edDataFram ingwhichisunabletocom pletely
bypasstheBDD butissophisticatedenoughtodeceivetheBadDataIdentification(BDI),thusm isleadtheSEtoproduceincorrectsystem ’sstates.
Duringthisperiod,severalresearchgroupsalsopublishedvariousdefensestrategiesagainstFDIattack,includingheuristic18,protectingrightfrom
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the m easurem ent3,Sparse O ptim ization19,usingsequentialdetector20 oradaptive CUSUM test21 and even agraphicalm ethod22.Allofthese
defenseschem esare planned with greatdetailsand som eeven m ention the financialconsequences23.Theseresultshavegreatlycontributed to
theadvancem entinthisfield.However,whetherornotsuchworksareapplicablefortheAC-m odelbasedrealisticsystem sisanopenquestion.
Foritssim plicity,thereisnodoubtthattheDC-basedm odelisagoodstartingpointforFDIresearch.W iththedevelopm entofcom putingtech-
nology,theproblem ofcom putationalcostorconvergenceissuecannolongerhindertheim plem entationofAC-basedSE intheEM S.Byrem oving
severalsim plifiedassum ptions,AC-basedm odelcanprovideabetterestim atedsetofresults.Thisfactcanbeeasilyconfirm edonceweinvestigate
thefundam entalpowerflow equationsandm easurem entm odelforeachtype:
• DC powerflow equation:Pij =
θi−θj
Xij
.
• DC m easurem entm odel:z = Hx + ǫ.
• AC powerflow equation:Pij = f(Vi,Vj, gij, bij, θi, θj)
• AC m easurem entm odel:z = H(x) + ǫ
Thedifferencebetweenthesetwom odelsisquitesignificantastheAC m odelalsotakesintoaccounttheequationforreactivepowerflows.Conse-
quently,itishighlypossiblethatanydesignatedtechniqueforDC-basedm odelwillnotworkwellwithanAC-basedSE.Forillustrationpurpose,we
conducted atestwith theW SCC’s9-bussystem followingtheprim itiveattackm ethod againsttheSE packagein PowerFactory2017.Asclaim ed
by Adnan etal.24,a random contam inated vectorc in conjunction with the system Jacobian m atrix H whose elem entsare partialderivativesof
powerflow equations,willbeenoughtoproduceanattackvectora = H c thatcould successfullybypassBDD inanSE.Assum ingtheH m atrixhas
alreadybeen acquired,we random lygenerated 100 differentvectorsc to create100 setsofcorrupted m easurem entsaccordingly.Afterfeeding
m easurem entvaluesrespectivelyintothePowerFactory’sSE,weachievedtwotypesofoutcom es:46casesfailedtoconvergewhile54casescon-
vergedsuccessfullybutnonehasbeenabletocom pletelybypasstheBDD asexpected.M oreover,theexistenceofm anipulatedm easurem entsalso
resultedinthefalsealarm ofsom eothergoodm easurem ents.From theseexperim entalresults,designingFDIattackderivedfrom DC powerflow
m odelisunlikelytopossessitsstealthycharacteristicagainstanindustry-standardAC-basedSE.SuchfailuresofDC-baseddesignwerealsorecog-
nizedinHugetal.2,M anandharetal.25,Chaojunetal.26,Liangetal.27 andRahm anetal.28 asvariousm ethodswereproposedtoproducecorrupted
AC powerflow m odelm easurem entvalues.Astheseworksdidnotstateexplicitlytheexam inationenvironm enttotesttheirdesigns,thefirsttar-
getthathasinspiredourworkisdesigninganattacktocom pletelybypassthem orerealisticnonlinearAC m odelbasedBDD.Inaddition,itisequally
im portanttogeneratethefirstFDIdatasetasabenchm arkingtoolforconductingresearchinevaluatingtheirproposedFDIdetectionsolutions.
3 DESIGN SCHEM EAND EXPERIM ENTALRESULT O FAN FDIATTACK AGAINST AC STATEESTIM ATIO N IN
PO W ER SYSTEM
3.1 Designprinciple
Technically,the transm ission system forSE research isparticularlyconsidered asaquasi-staticm odelwhose variablesare constantly yetslowly
changing.The taskofsystem m onitoringisconducted in adiscrete m annerbythe m eansofgathering dataaboutthe system ,then building up a
snapshotthatreflectsthe currentstate.Thisprocessisrepeated afteran interval,generallyabout5 to 10 m inutes.From an attacker’spointof
view,the processto generatean FDIattackincludestwo m ain stages:(s1)Collectingdataaboutthe currentstateofthe system (orasubsystem
ofinterest);(s2)Designing the m aliciousm easurem entvaluesand then injectingthem into the dataacquisition system .The second stage can be
dividedintofivetasks,correspondingto:identifyingAreaofAttack,form ingconstraintequations,identifyingchangeablestatevariables,initializing
adjustm entand solvingequations,and com putingwith thecorrupted m easurem ents.Iftheattackersalreadyhaveenough inform ation aboutthe
configurationofthesystem orsubsystem ,i.e.(s1)isdone,itwilltakealm ostno tim etodesign acom pletelystealthyattack(s2)withourproposed
attackdesign schem e.Inthispaper,wewillfocusonthem issionofsystem aticallycalculatingthem anipulatedvaluesofm easurem ents(s2,whose
sub-stagesareshowninFig.1)inordertocom pletelybypasstheexistingBDD 5.
Since thiswork m ainly concentrateson the design processofm aliciousvalues,severalassum ptionsare m ade in thisstudy.Firstly,attackers
can collectthe data relevantto one stateofthe system s(orasubsystem ofinterest),includingtopology,statusofthe breakersand transform er
taps,statevariables(voltage m agnitudes,voltage angles),powerflowsm easurem ents(both activeand reactivepowers)on branches,and power
injection m easurem entsatnodes.Secondly,theattackersareabletonotonlyretrievedatafrom thesystem butalsooverwritethevaluessentby
m easurem entdevicesto the controlcenter.In addition,allthe m easurem entdevicesare considered havingthe sam eaccuracyand weight.Such
asituation canarisewhen eithertheworkingcom puterorworkingaccountoftheoperatoriscom prom ised.Such assum ptionshavebeen used in
m ostofFDIbasedapplications2,25,27.
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FIGURE1DetailsofStage(s2)intheFDIattackdesignschem etogenerateanFDIattack-Designthem aliciousm easurem ents.
3.1.1 AttackArea
From the viewpointofstate estim ation,the state ofbeing injected by an FDIattack isequivalentto a new steady state,which consistsofboth
genuine aswellasm anipulated m easurem entvalues.In otherwords,FDIattackwillreplaceasetofsystem ’sm easurem entsbyanothersetthat
containseitheronlym anipulatedm easurem entvaluesorbothunchangedandcorruptedvalues.Infact,itisreasonablefortheattackertoonlyaim
atadjusting asetofvaluesin asubsystem orasub-grid ratherthan takingrisk ofprobably being detected due to attackingon awide area.The
sm allertheaffectedareais,thehigherthechancethattheattackishidden.Theaffectedorattackareahereisdefinedasaregionthatconsistsofall
brancheswhosepowerflowsarealtered.Thus,theboundaryofthisregionisform edbyasetofnodesthatareintersectionsofatleastoneaffected
branchtooneorseveralbrancheswithnocorruptedpowerflows.
The firstand forem osttask in identifying the area ofattack isfinding itsboundary.According to Hug etal.2,the condition forastealthy FDI
attackispartlysatisfiediftheareaofattackhastheboundaryofallpower-injection nodes.Unlikethetraditionalwayto categorizebusesin load
flow calculation,theFDIattackdesignprocessonlyseparatesbustypeintotwogroups:(B1)buswith power injection (eitherincom ingoroutgoing)
and (B2)buswith no power injection.The reason thatthe areaofattackm ustbe enclosed byonly (B1)busesisdue to the factthatan FDIattack
altersthem easurem entvaluesatbothendsofeverybranchwithintherangeofattack.Since,atevery(B2)bus,theKirchhoff’sCurrentLaw m ustbe
satisfied,thiskindofbuswillforceatleastoneconnectedbranch’spowerflowstobechanged.Consequently,theexistenceof(B2)buswillresultin
theexpansionofareaofattack.Suchexpansionwillbecontinuedtillthereisnobusontheboundarybelongingto(B2)type.Forinstance,consider
twoconnectedbranches(a-b)and(a-c)withacom m onterm inalabeingof(B2)type.Anychangeofpowerflow happenson(a-b)willresultinatleast
anothercoupleofchangesonbranch(a-c)sincethealgebraicsum ofpowerflowsatnodeam ustbeequaltozero.Inordertom akethesechangesto
bereasonable,theterm inalcofthelatterbranchm usthavepowerinjectionthere.Anillustrativeexam pleaboutthisstatem entisprovidedinHug
etal.2.
Inthiswork,theprocessofidentifyingFDIattackareaisconductedbyusinganextendedadmittancematrixYbus.TheextendedYbus forann-bus
system isam atrixthathassize ofn × (n + 1).Itsform ation isbased on the horizontalconcatenation ofthe traditionaladm ittance m atrixYbus
withanadditionalcolum n,which hastheinform ationaboutthetypeofthenode.Elem entsoftheadditionalcolum nhavevaluesofeither0 or±1,
dependinguponwhetherabusisofno-injectionorpowerinjectiontype.Thebusthathaspowerinjectionisfurtherdistinguishedbyasigninorder
tosupporttheprocessofautom aticdesign attack,with +1 denotingaload and -1 denotingabuswith powergoingout.TheAlgorithm 1 presents
theareaofattackidentificationprocess.
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Algorithm 1IdentifyingAreaofAttack
Input:ExtendedYbus,Centralnode i
O utput:AreaofAttackΩA
1:<1>Lookforith colum noftheextendedYbus
2:<2>O btainΩi = {j|Yji 6= 0}
3:<3>Scanningprocess:
4:w hile(j ∈ Ωi)do
5: if(Yj(n+1) 6= 0)then
6: if(LastofΩi)then
7: → Jum pto<4>
8: else
9: j++
10: endif
11: else
12: Do<1>-<3>withnew centralnode j (anditslistΩj)
13: endif
14:endw hile
15:<4>AddupallΩi + Ωj... toobtaintheAreaofAttackΩA
3.1.2 ConstraintEquationsandChangeableStateVariables
ThenextstepintheattackdesignprocessissettingupthesetofphysicalconstraintequationsbytheuseofAlgorithm 2.Itssolutionistheessential
resourceforcom putingthe m anipulated m easurem ents,which,in turn,willeffectively bypassthe BDD ofAC-based SE.The num berofthe con-
straintequationsdepend on the configuration ofthe system orthe subsystem ,particularly,the num berofno-injection nodeswithin the areaof
attack.The form ation ofthe constraintequationsoriginatesfrom the Law ofConservation ofEnergy29,which offersasm ooth transition from a
steadystateofoperation(thegenuineone)toanothersteadystateofoperation(thecorruptedone),thus,guaranteeingthestealthycharacteristic
oftheattack.SincethestateofbeingattackedbyFDItechniqueisessentiallyacounterfeitsteadystate,itm ustsatisfythefollowingtwoconstraints:
• The sum sofactive and reactive powerflowsatany no-injection node m ustbe equalto zero.Thus,forany no-injection Bus j,we have:
∑
j Pjk = 0 &
∑
j Qjk = 0.
• Allthechangesin powerinjections(both activeand reactive)atnodesaswellaspowerlosses(bothactiveand reactive)on branchesm ust
addtozero.Thereforewehavetheconstraintas:
∑
∆PINJ +
∑
∆PLOSS = 0 &
∑
∆QINJ +
∑
∆QLOSS = 0.
Algorithm 2Form ingphysicalconstraintequations
Input:ExtendedYbus,Centralnode i,AreaofAttackΩA
O utput:ThesetofconstraintequationsS
1:w hile((j ∈ ΩA)and(Yij 6= 0))do
2: if(Yj(n+1) = 0)then
3: W rite
∑
j Pjk = 0
4: W rite
∑
j Qjk = 0
5: else
6: W rite
∑
j∆PINJ +
∑
jk∆PLOSS = 0
7: W rite
∑
j∆QINJ +
∑
jk∆QLOSS = 0
8: endif
9: j++
10:endw hile
Afterconstructing allthe constraintequations,the nextwork isto identify which state variable willbe changed,which ispresented in the
Algorithm 3.Thenum berofchangeablestatevariableswithinanareaofattackdependsonthetypeofnode,suchasslackbus,PV bus,orloadbus,
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withinit.Therefore,iftheareaofattackwithnnodescontainsaslackbus,whichalwayshasfixedvalueforboththevoltagem agnitudeandvoltage
angle,itisapparentthatthesetofchangeablestatevariableswillbe (2 × n − 2).Likewise,fortheexistenceofaPV businanareaofattackwithn
nodes,thesetofchangeablestatevariableswillbe (2 × n − 1).Sincethesetofconstraintequationsisnonlinear,aniterativenum ericaltechnique
andapproxim atesolutionsareexpected.Forthatreason,therelationshipbetweenthenum berofequationsandthenum berofunknownorchange-
ablestatevariablesisim portant.Forthesakeofsim plicityinthiswork,weaim atadesigningprocesswiththenum berofconstraintequationsbeing
equaltothenum berofunknowns.Thus,ifthenum berofchangeablestatevariablesin theareaofattackisgreaterthan thenum berofconstraint
equations,noteveryvalueofstatevariablewillbem anipulatedduringtheattackdesignprocess.
Algorithm 3Identifyingchangeablestatevariables
Input:AreaofAttackΩA
O utput:ThesetofchangeablestatevariableSV
1:No.ofSV n← 2× Sizeof(ΩA)
2:SV ={|V|j, θj|j ∈ ΩA}
3:w hile(j ∈ ΩA)do
4: if(typeofnode(j)=Slack)then
5: n=n-2
6: Rem ove |V|j and θj
7: elseif(typeofnode(j)=PV)then
8: n=n-1
9: Rem ove |V|j
10: else
11: j++
12: endif
13:endw hile
Assoonasthesolutionforthesetoftheconstraintequationsisobtained,allthem aliciousm easurem entvaluesarereadytobecom putedusing
the traditionalload flow form ulas.Then,the com plete setofm easurem ents,orin otherwordsthe inputdata forthe SE package,isform ed by
com biningthesetofvalid m easurem entswiththesetofm aliciousm easurem ents.Thewholedesign processisillustrated withacasestudyofthe
W SCC’s9-bussystem 30 inthenextsection.
3.2 Casestudy-TheW SCC’s9-busPow erSystem
TheW SCC’s9-buspowersystem 30 inFig.2isselectedasthecasestudyduetoseveralreasons.W ithninebranches,threesourcesandthreeloads,
itislargeenoughtorepresentatypicalinterconnectedpowersystem .M oreim portantly,itsdatasheetprovidesuswithadequateinform ationabout
allgenerators.Som ewell-knownIEEE benchm arkingsystem suchasIEEE14-bus,IEEE30-bus,IEEE 57-bus,etc.,arealllackingofsuchdata.Inthe
currentSE-orientedwork,48m easurem ents,with24activepowerm easurem entsand24reactivepowerm easurem ents,willbedeployed.Am ong
24m easurem entsofeachtype,18aredeployedtom onitorpowerflowsateachendofbranchesand6areusedtoacquiredataofpowerinjections
atnodes.
Thedesignschem epresentedintheprevioussectionisfirstappliedheretoillustratethealgorithm infindingtheattackarea.TheextendedYbus
forthisnine-bussystem isgiveninFig.3.Forinstance,anFDIattackislaunchedbychoosingBus5astheinitialpoint.Thedetailedprocessisvisually
illustratedinFig.3,resultingintheareaofattackincludingbus{5,4,7,1,6,8,2}.Assum ingthatthisresultisalsothesm allestpossibleareaofattack,
thenwecanm ovetothenextphaseofthedesignprocess.
Forthenine-bussystem ,given theareaofattackasidentified above,thesetofconstraintequationswillbeform ed asfollows.Sincethereare
two no-injection nodeswithin the areaofattack,Bus4 and Bus7,the firstconstraintwillrenderfourequationsin total,ΣP4j = 0,ΣQ4j = 0,
ΣP7j = 0,andΣQ7j = 0.Inaddition,thesecondconstraintalwaysrenderstw oequationsregardlessoftheconfigurationofthesystem ,thustheset
ofconstraintshassix equationsin total.The com plexityofthetwo equationsbased on thesecond constraintdependsupon thenum berofloads,
sourcesandbrancheswithin theareaofattack.Inthiscase,therearesixbranches,includingbothtransform erbranchesandlines,aswellasthree
loadsand twosources.Intotal,thereareeleventerm sin eachequation from thesecondconstraint.Thedetailedform ationofeachequation from
thesetofconstraintsispresentedasbelow.
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FIGURE2Thenine-bussystem anditsloadflow result.
FIGURE3TheextendedYbus m atrixforthenine-bussystem andtheprocessofidentifyingareaofattackwithcentralnodeisBus5.
1) Thefirstconstraintforthesum sofactivepowerandreactivepoweratno-injectionBus4andBus7
P41 + P45 + P46 = 0 (1)
Q41 +Q45 +Q46 = 0 (2)
P72 + P75 + P78 = 0 (3)
Q72 +Q75 +Q78 = 0 (4)
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2) Partsofthesecondconstraintforthesum ofallchangesinactiveandreactivepowerinjectionswithintheattackarea(Equation(5)andEquation
(6))andforthesum ofallchangesinactiveandreactivepowerlossesofallbrancheswithintheattackarea(Equation(7)andEquation(8))
Σ∆PINJ =
∑
i=1,2,5,6,8
(Pnewi − P
old
i ) (5)
Σ∆QINJ =
∑
i=1,2,5,6,8
(Qnewi −Q
old
i ) (6)
Σ∆PLOSS =
∑
ij=14,27,45,46,57,78
(P ij
L,new
− P ij
L,old
) (7)
Σ∆QLOSS =
∑
ij=14,27,45,46,57,78
(Qij
L,new
−Qij
L,old
) (8)
Inthecurrentexam pleofthenine-bussystem ,theareaofattackwithsixequationshasalreadybeenidentified.Am ongallnodeswithinthearea
ofattack{1,2,4,5,6,7,8},nodes6and8arethenodeswithpowerinjectionattheboundary.Inordertolim ittheaffectedrangetoreachnofurther
thantheboundary,wewanttokeeptheirstatevariablesunchanged (boththevoltagem agnitudesandthevoltageangles).From therestoftheset
{1,2,4,5,7},node1 istheslackbusandnode2 isaPV node.Consequently,therearesevenadjustablestatevariableswithintheareaofattack{θ2,
θ4,θ5,θ7,V4,V5,V7}.M eanwhile,the currentprincipleofattackdesign isaboutfirstchoosingonestatevariableasan initialpointofattackthen
solvingthesetofconstraintequationsform anipulated statevariables,which,in turn,willbeused tocalculatethem aliciousm easurem entvalues.
Thus,therequirem entforthe num berofchangeablestatevariablesis,in fact,oneunitm orethan thenum beroftheconstraintequations.In the
currentexam ple,Bus5 ischosenasaninitialpointbyarbitrarilyadjustingitsanglebyanam ountof0.5 degree.Thenexttaskistosolvethesetof
sixnonlinearequations{Equation(1),Equation(2),Equation(3),Equation(4),(5)+(7)=0,(6)+(8)=0}forthesixunknowns{θ2,θ4,θ7,V4,V5,V7}.
In orderto evaluate the resultofthe above design schem e,SE package ofPowerFactory isem ployed.Thispackage isequipped with allcrit-
icalfeaturesthatan industry-standard State Estim ation package requires,including butnotlim ited to receiving input/m easurem entdata from
Rem oteTelem etryUnits(RTUs),checkingplausibility,solvinganoptim izationproblem tofindestim atedvaluesofstatevariables,checkingobserv-
ability,m arkingredundantdataaswellasbad data,etc.Forthepurposeoftestingourdesign theory,eightdifferentcasesofattackareprepared
(correspondingtothechangeofBus5voltageangleof±0.5,±1,±1.5,±2degrees).
Alltheeightattackschem essuccessfullybypassed BDD ofthe SE m odulein thePowerFactorypackagewithoutbeingdetected even justone
falsem easurem ent.Forthecasewithaninitial+0.5degreesadjustm entatBus5voltageangle,34outof48m easurem entswereintervened(m arked
bythecellwithgrayshade)in Fig.4.Deviation ofeachm anipulatedm easurem entfrom itssteady-statevalueissignificant,however,itisstillable
to avoid being discovered,due to the extrem ely sm alldifference between the fed-in data and the calculated valuesby the SE (justaround the
orderof10−5 percent).Thesesm allvaluesofdifference greatlycontributeto convincingthepackageforthe authenticity,thuseasilybypassing
the BDD,even ifthe changesofloadsatBus5,6 and 8 through each case are significant.W ithoutan additionalm easurem entfordetecting bad
m easurem ents,neitherthesystem operatornortheprogram isabletorevealtheexistenceofm anipulateddata.Inform ation aboutalleightcases
ofattackissum m arizedinTable1.
FIGURE4Com parisonbetweenthem anipulatedandthesteady-statem easurem entvaluesonbranches.
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TABLE1Resultsfrom eightdifferentattackcases.
Case ±θ5(o) PlausibilityCheck O bservability BadData
1 +0.5 0/48 Yes 0/34
2 -0.5 0/48 Yes 0/34
3 +1.0 0/48 Yes 0/34
4 -1.0 0/48 Yes 0/34
5 +1.5 0/48 Yes 0/34
6 -1.5 0/48 Yes 0/34
7 +2.0 0/48 Yes 0/34
8 -2.0 0/48 Yes 0/34
4 FDIDATA GENERATIO N PRO CESSES
Asdem onstrated in the above experim entalresults,ourattack design can com pletely bypassthe existing sophisticated BDD ofan SE package.
From thisbasis,wem oveforwardtobuildupthefirstcyber-physicalAC-basedFDIdatasetinpowersystem ,particularly,thetransm issionsystem ’s
datasetofstateestim ation(nam ely,TSE-DS).TheobjectofthistaskisstilltheW ECC’snine-bussystem 30.Itiscom plicatedenoughtoberepresen-
tative,yetsim pleenoughtobuildupthedataset.Inaddition,itsloadingprofileisgeneratedwiththeavailabledem and dataofTasm ania(anisland
stateofAustralia)thatcan be easilycollected from Australian EnergyM arketO perator(AEM O)31.The TSE-DS consistsofasetofnorm aldata,
which reflectstheresultsachieved from inputtingtheSE withgenuinem easurem entvalues,and asetofattackdata,which hasbeen collectedby
runningtheStateEstim ationwithdatacontainingcorruptedvalues.TheprocessofgeneratingthisTSE-DSisdescribedbelow.
4.1 Norm alsteady-statedataset
Sim ilartovarioussam plesystem s,thenine-bussystem underinvestigationhasonlyoneloadingdata,correspondingtoonesteadystateofopera-
tion.Forthisreason,arealisticdem anddatawillbeusedtorenderdifferentstatesofoperationforthissystem .Am ongtheavailabledem anddata
from AEM O,itisthesystem ofTasm aniaStatethatsharesalotofsim ilaritieswith the nine-bussystem .Therefore,the historicdem and datafor
Tasm aniain2018isem ployedtoconstructvariousloadingscenariosfortheW ECC nine-bussystem throughaprocessofscalingdown.
Aftercollecting enough data aboutload dem andsforthe system where 52558 valuesofdem and were created,the nexttask wasgenerating
genuinem easurem entvalues,whichinturnwillbecom etheinputdatafortheSEprocess.Althoughthisworkseem stobesim plewiththeloadflow
calculationofPowerFactory,itturnsouttobeextrem elytediousduetothelargevolum eofinputdata.ThescriptingfeatureofPowerFactory,DPL
(DIgSILENT Program m ingLanguage32)isusedtoautom atethewholeprocess.Correspondingto52558setsofloaddem ands,thereare52558sets
ofload flow results,thusthe SE produced 52558 spreadsheetsofSE result.Forthe sake ofm anagem ent,sheetsare grouped into fileswith 432
sheetsperfile,which areequivalenttothedatam onitoredin threeconsecutivedays.Eachspreadsheetcontainsthecom prehensiveSE resultsof
48 m easurem entsin thenine-bussystem .The orderofm easurem entsand thedetailed inform ation abouteach attributein aspreadsheetcan be
found in Readm e.txtfile ofthedataset.Foreverym easurem ent,nine relevantattributeswererecorded wherethe m ostim portantfieldsarethe
calculatedm easurem entvaluesandtheBDD indication.Inconclusion,thereare122filescontainingdifferentloaddem ands,loadflow resultsand
stateestim ationresultsinthenorm aldataset.From thepointofview oftheintrusiondetectionresearchers,thelabelforeachm easurem entinthis
setis"norm al".
4.2 FalseDataInjectionAttackdataset
Theprocedureofgeneratingattackdataispartlysim ilartothenorm aldatagenerationexceptitem ployedloadflow resultsasingredienttoproduce
the attack vectors(the corrupted m easurem ents)before injecting into the SE.The stage ofattack design isdescribed in detailsin the previous
section with the illustrated exam ple usingonly one setofsteady-state valuesto produce eightdifferentsetsofattack m easurem ents.Although
thenum berofattackcasescanbegeneratedasm anyaswewant,foreverysteadystatecorrespondingtoasetofloaddem ands,twoscenariosof
attackare enough to createahugevolum eyetcom plicated attackdata.Thisdatasethassim ilarform atto the norm aldataset,which containsall
relevantinform ationabouteverym easurem entin thesystem aswellastheresultsfrom theSE.However,theSE outputsdo notincludeexplicitly
anyinform ation abouttheattacksincetheproposed attackdesign processisableto com pletelybypasstheBDD ofthePowerFactory.Thereare
casesthatthewholesetof48 m easurem entswerem anipulated whiletherearecasesthatonlypartofthesetwereattacked.However,itcan be
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confirm ed thateveryspreadsheetin thefolder"Attack_TAS"containsdataaboutattackon theSE.In conclusion,theam ountofattackrecordsis
twiceasm uchastheam ountofnorm aldata.A briefofsum m arizationabouttheTSE-DSdatasetisshowninTable2.
TABLE2Sum m aryoftheTSE-DSdataset.
Description Values
Num berofrecords/spreadsheets 157674
Num berofnorm alrecords 52558
Num berofattackrecords 105116
Num berofattributes 9
Num berofm easurem entspersheet 48
Num berofactivepowerm easurem entspersheet 24
Num berofreactivepowerm easurem entspersheet 24
Num berofBadDatainnorm alrecords 0
Num berofBadDatainattackrecords 34-48
Num berofBadDatadetectedinattackrecords 0
5 PRELIM INARY ANALYSISO FTHEGENERATED DATASET
Inthispart,som eprelim inaryanalysesarecarriedontoexam inethesim ilaritybetweenthenorm aldataandattackdata.SincetheprocessofState
Estim ationinvolvesbothphysicallawsofelectricalsystem aswellasthestochasticoptim ization,thesam plesofdataset(onerandom recordineach
fileofnorm aldataand itscorrespondingrecord from theattackdata)areinspected underboth perspectives.Theinspectionresultsdem onstrate
causesforthefailureoftheBDD inrevealinginjectedbadm easurem ents.
5.1 Electricalperspective
Asstatedabove,theFDIattackfundam entallysetsupacounterfeitsteadystateofoperationbasedoncollecteddatafrom agenuinestate.There-
fore,thedeceitfulstatem ustsatisfyallthephysicalconstraintsofasteadystatein powersystem .Firstly,thepowerbalancem ustbeguaranteed.
Itm eansthatthetotalam ountofactiveand reactivepowerconsum ed byloadsplusthesum ofallpowerlosseson branchesm ustbeequaltothe
generated active and reactive power,respectively.In addition,statusofthe nodeswith no powerinjected m ustbe m aintained.Forexam ple,an
assessm entbasedonphysicalsystem criteriaforSheet285th offileNorm al122nd anditscorrespondingattackdataisconducted.From theassess-
m entresultsoftheno-injectionbus,theabsolutem axim um errorforthesum ofactivepowerisaroundtheorderof10−8whiletheerrorforreactive
powerisevensignificantlysm aller,aroundtheorderof10−13.Itm eansthatthelargesterrorisaslargeas0.01W forsuch calculation.Inaddition,
theobservedresultsim pliednodifferencebetweenattackdataandnorm aldata.Thesecondassessm entresultsrelatedtothem ism atchbetween
consum ingandgeneratingisjustaroundtheorderof10−7,whichisonlyequivalentto0.1W .O nceagain,thedifferencebetweennorm alandattack
stateissm allenoughandthislooksthelikelyreasonforthesuccessinbypassingtheBDD.
5.2 Statisticalanalysisperspective
Theproblem ofestim atingstatevariablesissolvedcontinuouslywhilethebad data,ifexists,willbegraduallyexcluded from thesetofinputdata.
Thisprocessisrepeated untilthesetofinputdatacontainsonly suitabledata,notjustcorrect data.Thisisaloopholethatattackerscan exploitto
design m anipulated m easurem entsto bypassthe BDD in the SE package.M ore specifically,aslong asthe m anipulated valuesare system atically
designedtobeascloseaspossibletotheappropriatevaluesfrom thepointofview ofthepackage,theBDD willconsideritasthenorm aldata.The
keyofthisissueoriginatesfrom them echanism oftheBDD.
W henitcom estothem easurem entvalues,itisapparentthattheycontainerrorsduetovariousreasons:configurationoftransducers,wiringor
transm ittingissues,etc.Itisim possibletoacquiretheexactvaluesofbothm easurem entandthecorrespondingerrors.However,weusuallyassum e
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thattheacquiredvaluesareclosetothetruevaluewithonlyasm alldifferenceoferrorǫ asbelow 33:
Zmeas = Ztrue + ǫ (9)
Thevaluesofǫ areunknownbutassum edtohaveanorm alprobabilitydensityfunctionwithzerom ean.Therefore,theresidualJ(x)inEquation
(10)m usthavetheprobabilitydensityfunctionaschi-squaredistribution34,χ2(K)withK isthedegreeoffreedom ,calculatedbyEquation(11).
J(x) =
Nm∑
i=1
[Zmeas − Zcalc]
2
σ2i
(10)
K = Nm −Ns (11)
where
• σi:Standarddeviationofm easurem enti
th.
• Nm:Num berofm easurem entsinthesystem .
• Ns:Num berofstates,equalto (2n − 1) withnisthenum berofnodesinthesystem .
Them echanism ofBDD issim plybycom paringthevalueofresidualJ(x)withthevalueofthechi-squaredistributionforcertainvalueofK ata
significancelevel.Thechosenvalueofsignificancelevelim pliesthefalsealarm occurrencecreatedbytheprocessofhypothesistesting34.Likewise,
asignificancevalueof0.005m eansonly0.5percentcasesraiseafalsealarm .DIgSILENT doesnotrevealtheexactvalueofsignificancelevelintheir
SEpackage.Thus,inordertoreducethefalsealarm rateinalargedatavolum eenvironm ent,incom panionwiththeparam etersofourcurrentwork
Nm =48andNs =17,asignificancelevelof0.005waschosen,resultinginthethresholdtoidentifybaddatabeing53.67.Itm eansthatwhicheverset
ofinputdatathatcanbringouttheresidualofgreaterthan53.67 willbesuspectedtocontainbad dataandviceversa.Thecom putationofJ(x)for
generateddatawasconducted on thesam esam plesfrom theelectricalperspective.Forinstance,withdatafrom Sheet285th offileNorm al122nd
anditscorrespondingattackdata,bothJ(x)valuesforattack(≈ 0.00224)andnorm aldata(≈ 2.21× 10−8)aresm allenoughtoavoidbeingm arked
assuspected,whichisfarbelow thethresholdof53.67.Thesam ecalculationprocedureisconductedforonerandom recordineachfilesofnorm al
dataanditscorrespondingrecordfrom theattackdata,yieldingthevalueofresidualfluctuatedaroundtheorderof10−3 to10−8.Thesem iniscule
valuesm akingthesetofattackdatahavingthefullreputationasbeingthenorm aldata.Therefore,thefailureoftheBDD isinevitableduetothe
sim ilaritiesinbothphysicalandstatisticalaspectsoftwotypesofdataset.
6 CO NCLUSIO N AND FUTURE W O RK
Inthispaper,anAC m odelbasedFDIattackdesignschem eisproposed.A casestudywithindustrialstandardAC-basedSE isusedtodem onstrate
theschem e.TheBDD,whichisspecificallyequippedforthepurposeofdetectingandelim inatinganyinappropriatedata,com pletelyfailedtonotice
theexistenceofm anipulatedm easurem entsin thesetofinputdata,evenwhentheym akeup am ajorityofthedata.Thisworkdistinguished itself
from variousworksaboutDC-basedSE,whichisonlyasim plifiedlinearizedversionoftheAC counterpart.SeveralworksinSection2 alsobrought
outthepoorperform anceofDC-basedSEsystem s.W ehaveshownthattheDC-basedFDIattackm odelwherem ostofexistingworksarebasedon
isunlikelysuccessfulinpassingtheAC-basedcom m ercial-scaleBDD m echanism .
Traditionally,StateEstim ationisdeployedforthetransm issionsystem only.However,astheintegrationofDistributedEnergyResourcesquickly
spreadsoutinrecentyears,theim plem entationofSE inthedistributionsystem isindispensable.Thenewlyem ergeddistributionsystem willthen
haveam uch m oresophisticated structurewith bi-directionalpowerflows.Subsequently,the system m onitoringwork willbe m orecom plicated
thanintheclassicaldistributionsystem withradialfeederonly.Thus,thesecurityconsiderationsindistributionsystem sareindispensableforfuture
work.Sincethe structureofdistribution system isgettingcloserand closerto the transm issionsystem (m eshed,variousloadsand sources,etc.),
thereexistsanexpectationthatourproposedattackdesignisapplicabletoactivedistributionaswellasundetectablewiththeexistingcom m ercial
BDD m echanism s.Therefore,ourcyber-physicaldatasetwillbe avaluableresourceforthepurposeofconductingresearch on system ’sdefense
strategies.TheFDIdatasetTSE-DScanbeacquiredbysendingem ailtothecorrespondingauthorProf.JiankunHuatJ.Hu@ adfa.edu.au.
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